
Advanced Authentication for IBM i 

Require multiple factors for greater levels of authentication 

IBM Lab Services Power Systems Delivery Practice is proud to provide Advanced Authentication for 

IBM i.  The primary purpose of this tool is to provide a second factor that users must enter when 

attempting to gain access to a system.  In addition to the standard user password (which should 

expire on a regular basis), users need to provide a unique six (6) digit code that changes every 30 

seconds on a hardware token or software app.  This is known as a time-based one-time password 

(TOTP) and is based on RFC 6238.  This forces users to not only provide something they know (their 

standard password) but also something they have (the hardware token or software app).  Without 

both items, access to the system is denied. 

Multi Factor Authentication Tool 
When installed and configured, this tool will assign each user a secret key which is stored in a 

hardware token or software app running on a smart phone, PC, web app, or even a smart watch.  This 

secret key is used to generate a new, unique six-digit code every 30 seconds.  Since this is based on 

an RFC, there are several hardware and software solutions that can be used to generate the code.  

Examples include, but are not limited to, the Google Authenticator, Authy, and the Yubikey.  In 

addition, since the RFC is based on time and time alone, there is no need for the secure server to have 

any level of outside, network, or internet access!  Enrollment in this can be done user by user, 

selecting the highly authorized privileged users.  Or use our user profile criteria-based selection 

criteria to automatically enroll current and newly created users.  Multiple configurations can be setup 

to protect just Telnet access or all access, using an out of band (OOB) authentication screen.  This tool 

is the perfect jump start to greatly increase the security of your systems beyond passwords alone! 

       



Extending Multi Factor 
There are many opportunities to expand this beyond simply signing on to the system.  IBM provides 

this technology as a simple service program that can be called from any other program.  Use this to 

protect green apps, web apps, or sensitive CL commands, such as PWRDWNSYS.  Or use it in other 

applications such as a user self-service password reset module.  IBM includes this as a sample of 

what can be done using this technology. 

 

Implementation Services 
Need help in the setup or execution?  Our Lab Services team is highly trained in the proper way to handle 

complex security setups and configurations.  We can guide you all the way from design to implementation and 

debug for issues along the way.  You don’t have to undertake security yourself – allow IBM Lab Services to be 

your consultants to ensure a successful project! 

Interested in a Quote or Learning More? 
If you are interested in purchasing this asset or discussing it further with one of our consultants, 

please contact Carol Ward at cpward@us.ibm.com or 224-465-2909! 

Statement of Good Security Practices 
IT system security involves protecting systems and information through prevention, detection and response to improper 

access from within and outside your enterprise. Improper access can result in information being altered, destroyed, 

misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. 

No IT system or product should be considered completely secure and no single product, service or security measure can be 

completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a 

lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may 

require other systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, 

PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR 

ILLEGAL CONDUCT OF ANY PARTY. 


