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1.Introduction
The EIM Populator Tool is part of the IBM Security and Compliance Tools for IBM i – SSO Suite for 
EIM tools from IBM Systems Lab Services. It can be used to bulk import EIM identifier and associations 
based on information provided in a Comma Separated Values (CSV) file. 
It is a Java-based tool and provides a graphical user interface that lets you select a column from the CSV 
file and assign it to EIM properties, such as the EIM ID, the description, source association, etc.
The tool has been tested with:

 Java 1.8
 Java 11

2.Using the populator tool
The following steps describe how the tool can be used to generate EIM identifier and associations based on
information provided in a CSV file.

1. Have an Excel spreadsheet available that has the Windows account names in one 
column and IBM i profile names in another column. Ideally, your spreadsheet will 
also have a column that contains what you plan to label your identifiers with (for 
example, the employee’s full name). You can also have columns for additional 
lookup information. The additional lookup information is used with the SSO 
multiple target support. In case your EIM domain contains multiple IBM i registries 
(target) or multiple Kerberos (Windows) source registries, you can also add 
additional columns where each column represents a different user in a different user 
registry.

You can save this spreadsheet as a *.csv file.
  Note: Save the file as a plain CSV comma delimited file. Do not save it as CSV UTF-8.



2. To launch the tool, double click the jar icon. You can also open a command 
prompt, navigate to the directory the jar is located in and issue the command 
“java –jar ept_2.0.jar”. You should see this window:

Enter the following information:
 Hostname or IP address of the LDAP server that acts as your EIM domain controller. 
 The TCP port that the LDAP server is listening on. The default ports are 389 for 

unencrypted sessions and 636 for TLS encrypted sessions. You might need to adjust the 
port number if your LDAP server listens on a different port.

 Select Use TLS if you want to establish a secure (encrypted) session to the EIM domain 
controller. Note that the Java truststore must contain the Certificate Authority (CA) 
certificate of the CA that issued the certificate that is assigned to the LDAP server. The 
CA certificate can be added to the truststore with the Java keytool command. Refer to
Appendix A: Connecting when TLS is configured for your EIM domain controller 
connection on page 26 for more information.

 Enter the LDAP administrator distiguished name (DN) of a user that has administrative 
privileges on the EIM domain controller. 

 Enter the password of the EIM administrator DN.
 Optionally you can check the Save Properties checkbox to save all connection details to 

the eimtools.properties file. Note that the EIM Admin password is never saved to the 
properties file.



Click Connect to establish the connection to the EIM domain controller.



3. At this point, you should see this screen:

If you connect via TLS encryption, you would get a screen as follows:

Click on Open CSV file . . . and then browse your file system for the location of
your .csv file.

Figure 1: Populator tool connected via 
unencrypted session

Figure 2: Populator tool connected via 
TLS-encrypted session



4. Now the populator main screen should appear:



Notice that the CSV file entries contain the contents of the first row of the CSV



file. NOTE: The tool assumes that the first row contains the titles of the 
columns and therefore does not import these values into the EIM.



5. To show the tool which field in your CSV file to populate the EIM identifiers 
with, highlight “Employee name” under the CSV File Entries pane and then click 
the Select button to the left of the blank EIM Identifier field. Pressing the select 
button will fill the empty field with “F@1”. Then select the “Description” item 
under the CSV File Entries pane and then click the Select button to the left of 
the blank Description field. Pressing the select button will fill the empty field 
with “F@2”.However, it is not defined to the tool until you click the Define EIM 
Entry button. Now the EIM Identifier field on the right has the final value of the 
EIM identifiers that will be populated.

6. To show the tool which field represents the source association values, highlight
“Windows AD account” under the CSV File Entries pane and then click the 
Select button to the left of the User field. The empty field should now have 
“F@3”.

Click the Add EIM Association button to confirm the selection.



The pane beneath EIM Associations should now contain the appropriate
information.

7. In the Add Associations for the EIM ID above section, select Target from the 
Association type drop down menu. In the Registry drop down box, select the 
IBM i registry name. To show the tool which field represents the target 
association values, highlight “IBM i user 1” under the CSV File Entries pane and
then click the Select button to the left of the User field. The empty field should 
now have “F@4”.
Note that starting from the Populator Tool version 2.1, you can also have a 
column in your CSV file that contains an IP address. This IP address can be used 
as additional information (lookup information) for the target association. This 
type of additional lookup information is used when using the multiple target 
association support for a single target user registry. If you use the multiple target 
support, select the column in the CSV File Entries pane that contains the IP 
address and click the Select button to the left of the Lookup Info (IP address) 
field. The empty field should now have “F@5”.

Click the Add EIM Association button to confirm the selection. If you have more columns in 
your CSV file, you can repeat the previous step to add more target associations.



The pane beneath EIM Associations should now contain at least two associations.

8. Now you can choose to either Generate Report ONLY or Populate EIM. 
Generate Report ONLY will not actually populate the EIM. If you click Populate



EIM, a report window will print out the progress of the tool. A summary of the
total successes and failures will be listed at the end.

The EIM identifier and associations have now been defined in your EIM domain.





3. Using naming conventions

Let us suppose that your company’s naming convention for all their Windows accounts 
and IBM i profiles consist of the first initial and their last name (up to 9 characters). If 
you have a spreadsheet that contains one column for their first name and one for their last
name, you can populate the EIM with that rather that having the columns already 
prepared.

Here’s an example:



When it is imported, the EPT now contains these values in the CSV file entries:

Instead of having the full fields, you can create the EIM identifier by combining two
columns.

For the EIM Identifier, let’s suppose we still wish to use the employee’s first and last 
name. To do this, select First name and then Select to the left of EIM Identifier. Now the 
field has the F@1 value.



Now click Last Name and click the Select button to the left of EIM Identifier again. Now
you should have this screen:

The comma between F@1 and F@2 will exist in the identifier, it is merely a delimiter for
the tool. As long as there is a space between the comma and F@2, the identifier will 
appear as “Sharon Su”. Then click Define EIM Entry. You should have this screen:



To create associations with the values of the first initial and last name, the “First x chars”
and “Last x chars” radio buttons will be used. At the CSV File Entries pane, select First 
name again. Click on the “First x chars” radio button and the “Number of characters” 
field should turn white, indicating that you can change its value:



Since we are using the first initial, the value of 1 is left there. Now go to the Select 
button to the left of the Add Associations for the EIM ID above fields. Now you should
see L1@1 value in the User field.

Now select Last name within the CSV File entries pane and leave the “First x chars” 
radio button selected. Change the value of Number of characters to 9. This will use the
first 9 characters of the last name column. Click the Select button to the left of the Add 
Associations for the EIM ID above. Now you should see this:

You do not want a space between the first initial and last name, so delete the space after
the comma. Click Add EIM Association. If you scroll to the right in the EIM 
Associations pane, you should see this:



Repeat this for the other registries:



Optionally you can also add a Description to your EIM identifier with the Description
column from the CSV:



When you populate the EIM, check the report:

Now check the identifiers and associations in IBM i Navigator and they should be added:





4. Adding an association to an existing identifier:

Let’s suppose that you have already run the tool on your EIM and populated your entries
and you get a new IBM i system and need to now add that association to the existing 
identifiers. It is possible to do this via the tool with the Find EIM ID by Alias tab.

Using our original CSV file as an example, after you have imported the CSV and click
the Find EIM ID by Alias tab you should see this:



In the field for Alias Entry for Match, select the appropriate fields from your CSV so that
the Alias Entry for Match will be the EIM identifier’s value. In this example, it is simple 
F@1. The populator tool will be able to find the identifier as the identifier value itself is 
treated like an alias.

To add an association, repeat the same steps as you would for a normal population that
were outlined in previous sections:





Appendix A: Connecting when TLS is configured for 
your EIM domain controller connection

1. First you must export the Certificate Authority (CA) certificate that was used to
create the server certificate that is assigned to the IBM Directory Server. If you
are not sure which CA was used, then follow the steps below:

a. Start the Digital Certificate Manager (DCM) by navigating to the HTTP 
admin site for your system (usually http://systemname:2001) and clicking
on Digital Certificate Manager.

b. Click the button on the left panel that says Select a Certificate Store.
Select the *SYSTEM radio button and click Continue:

c. Enter the certificate store’s password and click Continue.
d. On the left hand panel, click Manage Applications.
e. Select the View application definition radio button and Click Continue:

f. On the next screen, select the Server radio button and click Continue.



g. On the next screen, select the IBM Directory Server (or your custom 
directory server) radio button and click View:

h. Now you should see the server certificate information. To see the 
Certificate Authority information, click View Certificate Authorities
(CAs).

i. Note the name of the Certificate Authority certificate.
2. To export the Certificate Authority certificate, login to the *SYSTEM certificate

store if you are not already logged in (steps 1a through 1c).
3. In the left hand panel, click Manage certificates and then Export certificate.
4. Select the Certificate Authority (CA) radio button and click Continue:

5. Select the radio button of the Certificate Authority that you noted in step 1 and
then click the Export button.

6. Select the File radio button:



7. Specify the path in IFS where the certificate will be exported (recommended to
use your /home/usrprf directory):

8. Click Continue. Your certificate should now be exported to the IFS directory.
9. FTP the certificate to your desktop computer.

a. Open up a command prompt on your desktop.
b. Note the current working directory because this will be the eventual

location of the certificate.
c. Type ‘ftp <system name>’
d. Log in with valid credentials.
e. Type ‘cd <location of certificate on IFS>’
f. Type ‘ascii’. This will make sure you transfer in ASCII mode and not 

binary.
g. Type ‘get ca.cert ./p5ca.cer’

10. The next step is to import this certificate into your Populator trust keystore. 
Open a command prompt and change into the directory where you stored the 
ept_2.0.jar file. 

11. Copy and paste the certificate that you FTP’ed from the IBM i system, to the
directory.

12. Issue this command:

keytool –import –file <name of CA certificate file> -keystore 
truststore.jks -alias <label for CA> 

If you are prompted for a password, the default password for this Java keystore is
‘password’.
You should see output like this:

keytool -import -file p5ca.cer -keystore 
truststore.jks  -alias ProductionCA 
Enter keystore password:  
Owner: CN=Academic Initiative CA, OU=Academic 
Initiative, O=i5osp5, L=Berlin, ST=BER, C=DE



Issuer: CN=Academic Initiative CA, OU=Academic 
Initiative, O=i5osp5, L=Berlin, ST=BER, C=DE
Serial number: 5fd7062f
Valid from: Sun Dec 13 07:29:03 CET 2020 until: Sun 
Dec 09 07:29:03 CET 2040
Certificate fingerprints:

 SHA1: 
7C:34:DD:9C:E5:86:2F:80:FB:06:6D:ED:87:03:C2:16:8B:3C:
4B:D7

 SHA256: 
A9:BB:4C:17:39:17:7B:29:51:A1:56:8F:61:E5:0F:39:64:8A:
B2:F2:88:05:7A:98:26:C3:BC:79:94:6B:59:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

Extensions: 

#1: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: DD 0B D6 5C 73 3E 40 EF   4A 64 3B 57 D3 00 3F 
8E  ...\s>@.Jd;W..?.
0010: 92 F0 BD F9                                     
....
]
]

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
  CA:true
  PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [
  DigitalSignature
  Key_CertSign
  Crl_Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: DD 0B D6 5C 73 3E 40 EF   4A 64 3B 57 D3 00 3F 
8E  ...\s>@.Jd;W..?.



0010: 92 F0 BD F9                                     
....
]
]

Trust this certificate? [no]:  yes
Certificate was added to keystore

13. At this point when you issue the command ‘keystore –list’, you should see your
CA certificate listed.

14. Run the tool by opening a command prompt and cd to the directory that contains
it. Type ‘java –jar ept_2.0.jar’

15. Check the checkbox for Use TLS and enter your credentials and system 
name. Proceed as you normally would for population.
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