
Privileged Elevation Tool for IBM i 
Reduce privileged users while allowing just in time access as needed 

IBM Lab Services Power Systems Delivery Practice is proud to provide the Privileged Elevation Tool 
for IBM i (Fire Call).  Without careful control, privileged users can pose a risk to your system security. 
This tool enables the security administrator to reduce privileged accounts, with a mechanism to 
temporarily elevate privileges to users when needed. Privileged Elevation Tool for IBM i is fully 
auditable and provides notifications when invoked. This allows compliance to industry guidelines on 
privileged users. 

Privileged Elevation Tool 
When installed and configured, this tool allows only pre-authorized users to adopt or swap a pre-
defined list of user profiles.  These profiles can be used to give help desk support agents higher access 
to an application or make changes at a system level.  The authority granted is up to the administrator 
of the tool.  And while elevated, all actions (commands and SQL) are recorded and logged.  These logs 
can also optionally be emailed to an administrator to verify that the actions taken while in an elevated 
state were appropriate for that particular user within their role.  This tool is the perfect jump start to 
reduce your privileged user count while temporarily providing the rights needed. 

 

 



Implementation Services 
Need help in the setup or execution?  Our Lab Services team is highly trained in the proper way to 
handle complex security setups and configurations.  We can guide you all the way from design to 
implementation and debug for issues along the way.  You don’t have to undertake security yourself – 
allow IBM Lab Services to be your consultants to ensure a successful project! 

Interested in a Quote or Learning More? 
If you are interested in purchasing this asset or discussing it further with one of our consultants, 
please contact Carol Ward at cpward@us.ibm.com or 224-465-2909! 

Statement of Good Security Practices 
IT system security involves protecting systems and information through prevention, detection and 
response to improper access from within and outside your enterprise. Improper access can result in 
information being altered, destroyed, misappropriated or misused or can result in damage to or 
misuse of your systems, including for use in attacks on others. No IT system or product should be 
considered completely secure and no single product, service or security measure can be completely 
effective in preventing improper use or access. IBM systems, products and services are designed to 
be part of a lawful, comprehensive security approach, which will necessarily involve additional 
operational procedures, and may require other systems, products or services to be most effective. 
IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR 
WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY 
PARTY. 
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